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1.1 Security Server & &

Security Server 1%, JP-LINK %#F|f3 % L, £ CTRIE—D2F o4 v &2 —F v MG CpBEL k5 24
VEY 2—0NTT, ACL OF%E, v 7 OR{FE, v ¥ 2 7 ilifg 2B L £ 3, Security Server %, X7V v 7
Ava—3y b EHBEHA Y b7 — 2 DIEHS 2T LI, ) 22X b OB ZEE L 2 BT, 2
TAT Ve —ERTaNL X—DDO R v — i R#EL T,

1.2 XMHRT

AFE, JP-LINK ~DO SN 4% 75 Security Server D A4 v X b —v - 8 - E#H %217 9 Security Server ¥ X 7
LEMEEZNRE L THWETS,

1.3 BELFEE

AFZ, Linux +—N—DFEH, avva—X—3v b7 =72 XU Security Server ¥ 7213 X-Road D #j{EJ5
HicoWTHIREEON#HZ BHELO 2R ELTHET,

14 > 27 LEH
Security Server THHR—F+FINB 77 v P 7+ — LI TD#EY TT,
141 Y R=bENDTT7 v b7+ — LA

FRL—T 4 VT RT L Ubuntu 20.04 or 22.04 LTS (x86-64)
Red Hat Enterprise Linux (RHEL) 7.3 and 8

CPU = 2 Core(or More)
RAM 4 GB(or More)
TAATEERE OS X—7 4 v a v 10GB

fliox—F 4 >3 v (/var il V) 20GB L |
#CPU 122 ¥ L TiE, 64bitdualcore @ Intel, AMD, % 7213 % D Atk D % 5 CPU, H-> AES MGl Tw
5HOEMIEL T,




142 v b7 =024

Zfg - ZEMK—-PONEA Y b7 =225 Security Server ~~) Inbound ports from external network

H—F Fild
TCP 5500 Security Server [H]D X v & — I Hh
TCP 5577 Security Server [#]® OCSP (Online Certificate Status Protocol)JG& D 27 = ) —

%5 - EEM A — 1+ (Security Server 2> 4854 v b 7 — 27 ~) Outbound ports to external network

R— b ik

TCP 5500 Security Server [H]D X v & — IR

TCP 5577 Security Server [#]® OCSP (Online Certificate Status Protocol)JG& D 7 = ) —
TCP 4001 oy — N — L DG

TCP 80 7a—NLREDOLXY o — R

TCP 80, 443 —f#) 7 OCSP BX VA A LAX Y TH—E R

%Zfg — v —H /LT 7+« X Inbound ports from internal network

R— b ik

TCP 4000 Security Server ® WEB 2 —#—Af vV X =7 £ —ZA~D7T 7 & X
Ubuntu IHRY AT Lh b DRt

TCP 80, 443

RHEL IHRY AT Lh b DRt

TCP8080/8443

iXf§ — m—H T 7+« & Outbound ports to internal network

R— b ik

Ubuntu TEH > AT Lh b D

TCP 80, 443

RHEL [HE > AT Lo b Dt

TCP 8080/8443

TCP 2080 Security Server & operational data monitoring daemon & D@5
TCP Adapter Server & DjiifF

80/8085/8003




142 2y v 7 =284y V7 —2 X4 T 2 I Network Diagram (Ubuntu D ¥54)
XRHEL o611k, FidFA—F—EBE2roWI0T2 L A% 5AR A TLEE 0w,

- ~ ’ ~
Trust Services ! Data Exchange | ./ Central Services N
i) ! Partners ! !
- 1! 1
o 1 11 1
1
£./0 | ¥ = o |
=z tTlmg- OocsP : Security ! : Management Central Monitoring :
o stamping Service . Server ! Securit Server Securit 1
c Service ! Y Y
= 1 'R Server Server 1
9o 1 1 ¢ | 1
> 1 i1 1
w ouT ouT 1 INand/orOUT 1 ouT ouT IN 1
80/tcp 80/tcp X 5500/tcp "1 5500/tcp 80/tcp 5500/tcp :
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= N . R4
ﬂc) B T T T T Sy P gy PRERSUSRS N  puy [
= L el Ml el el -~
— ' 1
1
. o !
1 Security |
x : Server 1
5 ! S :
b4 |
(3] 1
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2.4 R k=L

2.1 =g1#fE (Ubuntu ©F4&

211 RR FRZDKEE

FRA VLD EZITVET, [/etc/hosts] 7 7 4 A D[127.0.0.1]ICEBEDOFA ML EHFEL 1,
[/etc/hosts] 7 7 A MIC FRIREAR LB I N TONIZHED Y FHA,

$ cat /etc/hosts

127.0.0.1 {your-host-name-here}

212 22— —DiEN

Security Server D EM 2 —F —%FHK L T T,
Password Z Dt OIFERIFER OEZE L TL 723w,

$ sudo adduser {your-secuiry-server-admin-username}

2.1.3 Locale

Locale #[en US.UTF-8JIcZ&HE L T Z X\, RDIT% /etc/environment 1B L F 3,
$ LC ALL=en US.UTF-8

214 Ny —=2 R U H—/N—DEEK

X-road DXy 7 =P YRY P Y ZBEMLTLEI v, Tidawy Fd@hcdifT2kE 3, 1{TTANLTLE
Ty,

$ sudo apt-add-repository -y "deb https://artifactory.niis.org/xroad-release-deb $(Isb_release -sc)-current main"

215 U R OEBLBEOER

X-road @ apt-key ZBEML TL7Z Xy, X-Road VKTV MY DEXRF—ZEHTZLF—D ) X MITEML F
T, FTada<y FiE@ph otz 3. 1fTTCANL T T,
$ curl https://artifactory.niis.org/api/gpg/key/public | sudo apt-key add -




2.1 =R1#E (RHEL &

211 RR FRZDKEE

FRA VLD ERITVET, [/etc/hosts] 7 7 4 A D[127.0.0.1]ICHEBEDOFA ML EHFEL 1,
[/etc/hosts] 7 7 A MIT FREREN B I N T NIEMED » T8 A,

$ cat /etc/hosts

127.0.0.1 {your-host-name-here}

2.1.2 Locale

Locale #[en US.UTF-8JIcZ&HE L T Z X\, RDFT% /etc/environment 1B L F 3,

$ LC_ALL=en_US.UTF-8

213 Ny =2 YRS b —N—DEE

yum EHEELTCEDAA T4 THREZRILIRST 22 —T 4 V74 D0aLvrvavif v A=A LET,

$ sudo yum install yum-utils

X-Road ~¥» 7 — )R kU & Extra Packages for Enterprise Linux (EPEL) V&Y b U ZEIL £ 9,

$ RHEL_MAJOR_VERSION=$(source /etc/os-release;echo ${VERSION_ID%.*})
sudo yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-
${RHEL_MA]OR_VERSION}.noarch.rpm

sudo yum-config-manager --add-repo https://artifactory.niis.org/xroad-release-

rpm/rhel/${RHEL_MAJOR_VERSION}/current

214 RIS R OELBEOER

X-Road VARV P OBEXLRBEZEECZ 28O XA MIGEML T

$ sudo rpm --import https://artifactory.niis.org/api/gpg/key/public




2.2 Security Server @1 >~ 2 k—JL (Ubuntu ®iHE)

22142 h—JLavwy ROEFT

Tad, Ny 7=V IR PEFavVF, BLEA VA= aw Y FEETLTLE S0,
$ sudo apt-get update

$ sudo apt-get install xroad-securityserver

UToOEBEL - — 24 ET IHAIPERINED, 212 ICTER L z2—F —%ZiEEL T, <OK>HKx v
ZITLES,

: Configuring xroad-proxy |
Username for X-Road admin rights

This user will be promoted to _ALL_ X-Road groups of privileges

Enter X-Road Superuser username

Security Server DX EHER R EXRET L2 DBDOIP 7T FL AR VKR =+ FESEZANLET,
7 7 # v } Tl PostgreSQL 73 Security Server L [H]| U X4 I v 7/ CA VAL —=ALEINEDT, 7741 FDHNE
(127.0.0.1:5432)» ¥ £ < OK T7,

I Configuring xroad-proxy
This will be used by the Security Server to connect to the database host.

Insert database server connection string

127.0.60.1:5432

WEB 4 v & —7 = — 2O EMHEH CHH X 3 5EHED Common Name(CN)Z AN L 9,

T2 AT RBIAER TS IP 7 FL A, 721382 FZH(DNS) ZHE L £ 9,

Z Z Tl CN(Common Name)i%iE 1x. /CN=LIFEZ o7z ATXCTHEL, /CN={DNS %} % 7213/CN={/"n
— NP 7 FLAIEFREL 7230w, il 1 /CN=XX.XX.XX.XX

* REENL 63 FLATICERET 2 MR H Y £ 7,



{ Configuring xroad-proxy |
This certificate will be used to secure internal service->secureserver connections.

Include most used hostname or IP address as as common name (CN=..) value. General form is /C=EE/O=Company/OU=0rg Unit/CN=server.name.tld

Server reports full hostname as: ozldev2-ssl
Insert TLS certificate subject name

/CN=0z1dev2-ssl|

Kic EEEEXEIC 1T % Subject Alternate Names(SANs) % AJ1 L £ 3,

CN L3872 1P, ¥ 3FA MK/ EREL £,

SANs(Subject Alternate Names)i%/E d IP:LAFEZ W o 72A T RTHEL, IPH{Z7 v — "L IP 7 FL R R TRE
{7ZE v, il 1 TP XX XX XX.XX

* REE 1L 63 FUTICRET 2 4EBHY £,

{ Configuring xroad-proxy |
This certificate will be used to secure internal service->secureserver connections.

Include all alternative names and IP addresses which will be used for accessing secure services
Format is IP:<ipaddress>,DNS:<hostname>,...

Server reports following ip addresses and hostnames: IP:10.1.20.110,DNS:ozldev2-ssl,DNS:ozldev2-ssl
Insert TLS certificate subject name alternatives

IP:10.1.20.110,DNS:0zldev2-ss1,DNS:o0zldev2-ssl

Security Server ICXf LTV 7 TR+ %X 2N D 7 7 4 7 v F 2> Security Server IC7 7 & X3 2 BRI X
NWHAFHEFED CN 2 AL 3,

AT 2 IP 7 FL A, 720352 FA(DNS) & #&E L TL 2 & 0,

ZZTH/CN=LIEZR Vo 72 AT _XTIHEL, /CN={DNS &} % 7213/CN={27" 02—V IP 7 FL R} 2FHEL 72
T\,

* REGE L 63 FUTICRET 2 4 EBHY £,

{ Configuring xroad-proxy-ui-api |
This certificate will be used to secure admin UI and REST API connections.

Include most used hostname or IP address as as common name (CN=..) value. General form is /C=EE/O=Company/OU=0rg Unit/CN=server.name.tld

Server reports full hostname as: ozldev2-ssl

Insert admin UI and REST API TLS certificate subject name

/CN=0z1dev2-ss1

Kic LEEEXEIC 1T % Subject Alternate Names(SANs) % A1 L 3,
CN L IZEARZIP, F/-EF-RAMEEZBEBELE T,
* REXTEIL 63 FUNICHET 2 0EBH Y £9,



NWEBEILZZTCHRET S0 ="V IP 134 VA= ABEET L TFEREH Y A, 70— IP T TFDT,
EELs 2 X5 BHENL TS,

{ Configuring xroad-proxy-ui-api |
This certificate will be used to secure admin UI and REST API connections.

Include all alternative names and IP addresses which will be used for accessing admin WebUI

Format is IP:<ipaddress>,DNS:<hostname>,...

Server reports following ip addresses and hostnames: IP:10.1.20.110,DNS:ozldev2-ssl,DNS:ozldev2-ssl

Insert admin UI and REST API TLS certificate subject name alternatives

IP:10.1.20.110,DNS:0zldev2-ssl,DNS:o0zldev2-ssl




2.2 Security Server @14 >~ X k—JL (RHEL D&

22142 h—JLavwy ROEFT

¥Ubuntu 2740, £ VA b —=AhICEHEFROANITRKOONTF A, 4 VAN —ATERD 2D DERIZH
DEFTDT, NEEZMHZRED L, A VAP —AZEDTLZE N,

$ sudo yum install xroad-securityserver

I—HFAVRT 2= ADTRTCOU—ABFEINTHE VAT L2 —FEREBML T,
<I—F—Z>OREFHETEOLMICE L T A Wv,

$ sudo xroad-add-admin-user <2 — ¥ —4 >

tF¥a ) T4 —"RELET, (YR P—AETHR, BHENIGES L 2\niz®)

$ sudo systemctl start xroad-proxy

2.3 #EE2 (Ubuntu/RHEL @)

231 77U —2 9y OBENRTORES

A VAT —=NAETHE, —EXOKBIRNAHERL £,
TEEHNH & RO RBFR I NIEREIID D A,

$ sudo systemctl list-units "xroad*"

<t J15>
UNIT LOAD  ACTIVE SUB DESCRIPTION

xroad—addon—messagelog. service loaded active running X-Road Messagelog Archiver

xroad—base. service loaded active exited X-Road initialization
xroad—confclient. service loaded active running X-Road confclient
xroad—monitor. service loaded active running X-Road Monitor
xroad—proxy—ui—api. service loaded active running X-Road Proxy UI REST API
xroad—proxy. service loaded active running X-Road Proxy
xroad—signer. service loaded active running X-Road signer

24 BRE=ZY v ieEnE A (Ubuntu/RHEL #£58)

EHE=2) v 7R, X2 ) T A F— DR v — VI T B REHER B - EET 2 EETT.
Be*a2) T4V —OKREBRIEZ €y 2 —{ITRIES 2 20 IcEELEED D, LFEAZBECLET,
KINEI NG T — 213, BEO~y ZEHR (A 27 —-2) ORT, EERITbhiz A v 2 — VO FRT 4 fHH
CEBT— %) E—UlaEhEei,



241 ERE=ZXY VDA > X F—IL

EHE=2Y v S HEEE A v A P —A T B TRa~y FEEFLET,
Ubuntu D&

$ sudo apt-get install xroad-addon-opmonitoring

RHEL 0 &

$ sudo yum install xroad-addon-opmonitoring

4 YA P =1 BOHEEE), /R (Ubuntu/RHEL 338)
HHAE=2 Y v IHEEED A v R —ASE T, x-road-proxy ¥ — b A LB X ¢ £ F,

$ sudo service xroad-proxy restart

FRESE T4, Yot 2AOBBHEZEL 3,

Eall

$ sudo systemctl list-units "xroad

RO —EAPETINTHILERD Y 3,
UNIT LOAD ACTIVE SUB DESCRIPTION

xroad—addon—messagelog. service loaded active running X-Road Messagelog Archiver

xroad—base. service loaded active exited X-Road initialization
xroad—confclient. service loaded active running X-Road confclient
xroad—monitor. service loaded active running X-Road Monitor
xroad—proxy—ui—api. service loaded active running X-Road Proxy UI REST API
xroad—proxy. service loaded active running X-Road Proxy
xroad—signer. service loaded active running X-Road signer

HiE#HE., V7 b b—=2vau 77y MREICRYFIOCT, WEBULER LYV 727X L, Y7 EF—2vD
BuZ 4 v PINOBFANZEBEL TLFE 0N,

3ANHARRIE

T ZTlE. Security Server @ 4 ¥ X b — L R ORRIBIRDUERRR 1T 5 —HOYIHIEIE IC DWW TR L £ 5
Security Server DAL E . DIEHFRE P il 72 5% E 72 I D W T HIE [Security Server = —% 4 A4 V| #%
R 72 &

3.1 Security Server OFIHAERE ICHE W THERIER

Security Server DWIHARE # D 5 5 2 T, JP-LINK DX v N~ {5 E2RET 2 HELH Y 7,
T—X 77 ANMCOWTIE, OZ1 XV #EHT 2508, BERIAGTHREL TR BERDH 2D LM
HYET,



311 287741 - T—X&

OZ1 X Wit 25 —% - 7740

# ST — X B

1 # FRMGEREM 7 v h—7 7 A v IR = NVRERRGT 272007 v =7 7 4 LTTF
{URL} HL7z BB ic7 7 A VB RERY £5,
#ABFBREREN T v Ah—7 740 OZ1 LA INIZDDEFREL I\,
{URL}

2 Security Server X v oN— 27 F X Security Server DFiEE D X vV oN— 27 5 A TT,
(Member Class) OZ1 2 LiBHIE N2 D DEEREL X v,

GOV : BURFHEBY - 2> 3LH%BE
COM : R[E{R3E - Hifk

3 Security Server X v oN—a — F Security Server DFiFE D X v oN—a— F T,
(Member Code) OZ1 2 LiBHIE N2 D DEEREL X v,

BERCHETRE - AT 28EBH5HD

# ST — 4 e
4 Security Server Ol 2 — F | Security Server % FFE 3 2 720 Ol 2 — F T3,
(Security Server Code) HATICEE BN ©—&IC Security Server % kil © & 2 % T % TH

B IBMEIL T2 pErH Y £9,

f51) Dev-SS01, Prod-SS01 etc.

5 Y7 by 2T b—=7vDPIN V7 =T b=27vDPINIHEHRTT,
KNFEFZ GLRET 10 LA ETATI K 7230,

3.1.2 #HARRE

PIHARE 21T 9 1CiE, 4 ¥ XA b= L 7z Security Server 288 L T3 Z & #ffER L 725 2T, Web 77 v ¥
XV T URL ~7 7+ 2325, {SECURITYSERVER}Z, ®F =2V T4+ —"DIP & F7-I1Z DNSLTT,
https : //{SECURITYSERVER} : 4000/

313 WHIREDERETEREND T — X

Yllala 7 4 v Ik
7a—NUVERET Vv HE—7 74 1(3.1.1 #1)

REFHRE v v u— P, WIHHEER?
Security Server FTHEH D A v N—27 7 Z(3.1.1 #2)
Security Server FTHEH D A v oN—a — 1 (3.1.1 #3)
Security Server Fi5# @ Security Server = — F(3.1.1 #4)
V7 +v 2T b—2v®PIN(3.1.1#5)
* PIN (3R 2 AGHTCRE L T S w, H3—PIN 2#dk (&) La X5 2 L ix T LA,



32 BEEEmmE A<

WEB 77 9 HICLLTOURLZASIL, TZ7EALTLEZI W,
{SECURITYSERVER}Z, F 2V T 4 %+ — "D IP 47213 DNS &4 T3,
https : //{SECURITYSERVER} : 4000/

2y P =7 FEIC LY, Security Server IZXF LT 4000 HFAHR— MICERET 72 A TE W AERH D T,
ZDEIBGEWCESSH b v AV v (K= 747 =74 V) EFHLTCT 722 %{ToTLZ& 0,

SSH P v AV v (K=t 757 =7 4 v 2)&MAT 554, {SECURITYSERVERHC i localhost & AJ1L T
-2

A7 A Y P =BT A v P = FHEA~BHOEDRE LT W,

LUTIESSH A DV Vv (K=t 747 —FT4 v ) Z2HHT 2E5E0a~y Fo—flick b 9,
$ ssh -L 4000:localhost:4000 {user-name}@{securityserver-hostname or IP} -i ~/.ssh/id_rsa -N

3.3 Security Server EXEBE AL A

212 CHREL-EHE 22—V - L Cusf v LET,

AL JA—NRNIVEET >V H—T7ALDA ViR—k

OZ1 #H X v iftd 2/ u— SN HET v H—77A1BL1#D) %4 v E—F LT,
*x T V=77 ANFEREICK ) ARFRER T & EERER T 0 2 EERH Y T,
BT v hH—TF7ANEAVE—FLAREVWE ) THEELZI W,

[Brose| RZ v %L, A VvFE—F+FTB3T7 v hH—77ALEREIRLTT,
Z Dk, [Import] R % v 2T L 3,
[Z ZicHhfg]

T 2 I A 23 ?%Téh AVE=PLET VA= 7 ANICREECR R W2 ERL 5,
e lIE R T L, [Confirm] R X v ##T L £,




Confirm configuration anchor details

Configuration anchor details:

Hash (SHA-224) 71:3B:88:8C:6B:59:73:29:57:D2:06:8D:BE:A0:FF:F4:E4:E8:E1:D9:3A:A6:8A75:E
3:02:E7:FB
Generated 2016-06-03 22:12

Continue with import?

3.5 Security Server O FIHAEKE

OZ1# X VIR T 2 A N—a—=FQ@I11#)KNIRA v =27 FZ(B11#2) B AT L TLEE 0,
EHICA Y A—a— FRLI)BAN SN, BAkE LT sH e, A v —4 (Member Name) Hlic ZH &0
AVN—ZBRREINTE T,

Initial configuration

Configuration Owner Member Token PIN
Anchor

Member Name .
Name of the member organization. 0Z1 Corporation

Member Class
Code identifying the member class (e.g., government agency, cCOoM v
private enterprise etc.).

Member Code
Member code that uniquely identifies this X-Road member 21110001
within its member class (e.g. business ID).

Security Server Code
Info SS tutorialServer

BT, Security Server 2 — F(3.1.1 #4) D A1 247> TL 72X\,

BEBICY 7727 F—2vDPING.LI#)OERERITVET,

R=YDEFHICY 7P =2 vD PIN BANINTOARVWEWIEE Xy —URRRINTT, KAyt
—V %27V vy 27 LTCPINZANILET, £/, [Keys and Certificate] A == —225, 727+t AL, [Login]7
¥RM22Y v 242528 THPINDANET~ERTE £,

*PIN D ANZRIEZ R\ X S EEICETLCTLZ I v, Hd—, #k (&) LTLI-~=5A8, Hitdsc
LiIcEE A,



X-ROAD SECURITY SERVER  roksnet-dev : Dev-Server

)AV( X-ROAD'7  Clients  Keysand certificates  Diagnostics  settings ssadmin v

SIGNand AUTHKeys  APIKeys  Security Server TLS Key

| © Please enter soft token PIN

SIGN and AUTH Keys @ <

> TOKEN:SOFTTOKEN-0 2 Login

Login

[Tuken PIN

MR 2R R I e b, [OKI R 2 v 2T L9,

LA EC. Security Server D#IHARRE X T LY T 5,

3.6 PIN ® A

Security Server DY [EIALHE)RE, & CFHESEI#1C 1 PIN 28R A1 GRAEKRYY) DRfEL Zmo T E 3,
[Please enter softtoken PIN]Z 1 F L. PIN # A1 L ¥,
* PIN 23K A J] DIRRE T 1Z Security Server X, fid Security Server 225DV 7 2 A Micxf L, IBEL TR A,

37 ZA LRR Y TH—/R— DB

RALARY TH—N—DEFEITET,
[System Parameter] % ' L, [Timestamping Services] D[Add] % v Z# T L 9,

X-ROAD SECURITY SERVER  rok:

)X( X-ROAD'7  Clients  Keysand certificates  Diagnostics  Settings ssadmi

System Parameters  Backup And Restore

System parameters

HASH (SHA-224) GENERATED

71:3B:88:8C:6B:59:73:29:57:D2:06:8D:BE:AQ:FF:F4:E4ES:E1:D9:3A:A6:8A:75:E3:02:E7:FB 2016-06-03 22:12

Timestamping Services

TIMESTAMPING SERVICE SERVICE URL

Approved Certificate Authorities

DISTINGUISHED NAME OCSP RESPONSE EXPIRES
CN=KLASS3-ROKSNET 2010, Of ifi imi: Solutions OU, C=EE N/A 2035-07-30
CN=TEST of KLASS3-ROKSNET 2016, i imi: Solutions OU, C=EE N/A 2035-08-13

BIRT DR LAZ Y T —"=%8 R L, [OK]FR & v 2 FL T,
TBET D24 LRZ Yy T — "= FERBERECHEICI WV EARY T3,
CAHDEAE T OZ1 JP-LINK HY4 £ THifnabe { 23 v,



B AR AL R BT DEMO of ROKSNET TSA 2016
NS ROKSNET TIMESTAMPING AUTHORITY

3.8 FALAKRUVEBLROWMBERDER

[Key and Certificates] > [softToken] % ¥4, [+Add Key]® % v T L, AUTH ¥— (GZiLH) & SIGN % —
EBLHR) #AERL F1,

SIGN and AUTH Keys API Keys Security Server TLS Key

SIGN and AUTH Keys @ Q

v TOKEN: SOFTTOKEN-0 2 Log out

( ° Addkey ) ( -= Import cert. )

3.8.1 BEXLHMEREDER
[+Add Key] R &2 v %3 F L, SIGN ¥ — (BLH) #AEKLET,
Label iZfEEDfEAR ATI L TL 72 & W,
kA MR B ER L cXlcE s 2 NOBELTMERTH L Z L EOBHICH D2 X5 %4
etz ezs@oLET,
Key Label 1§l : Sign
WA FTIRATIE, FLHMWEH#D Label 1IC[Sign]l & L7=8H R0 9,

Add key

Key details

You can define a label for the newly created Key (not mandatory)

Key label Sign

’ CANCEL ’ NEXT

BLMNEHDBE., BELHMEHREYEIR L., [Generate CSRIFRZ v AT L. CSR DAEKZITWVWE T,
ANTNEEF TR ZSHFIGER - AL T T 0w,

Usage SIGNING

Client H & @ Security Server % 7~ 3
{X-Road Instance}:{Member Class}:{Member Code}:*
Certification Service | FIFEREIC XV A £ 7,
CAHDEE 1L OZ1 JP-LINK Y £ THE W AbE T v,




BHF ML © TEST of KLASS3-ROKSNET 2016
A IS © Roksnet KLASS3-ROKSNET 2017 CA

CSR Format PEM 43 PEM B2 # IR L T 72wy,
Add key
Key details CSR details
Usage
Usage policy of the certificate: signing messages or SIGNING -

authenticating Security Server.

Client
X-Road member the certificate will be issued for. roksnet-dev:COM:21110002 v

Certification Service

Certification Authority (CA) that will issue the certificate. TEST of KLASS3-ROKSNET 2016 -
CSR Format
Format of the certificate signing request according to the CA's PEM v

requirements.

( cancel ) ( Previous ) m

SN KO CN O 4RI AR R I NE 0T, 8L, [OKIFX v 2/ T LEF,

FELAMERD CSR 77 AND XY vu— PRI NESTOT, RUNCRE LTI W,

3.8.2 FRALFHM B D LR

[+Add Key] R &% v %##F L, AUTH ¥ — GEiFH) 4K L 4,
Label I3fEEDfEZ AJI L TL 72X\,
* UL L BL MW ER e CXAITE 5 2 &, RURERME#RcH 2 L3 OBICH 05 X 5 hd
WicTsz ez LTI,
Key Label ol : Auth
WHA FTRUTIZ, ZIEHME#O Label iC[Auth] & L858 R0 $3,



Add key

Key details

You can define a label for the newly created Key (not mandatory)

Key label Auth

‘ CANCEL ‘ NEXT

REEFAM R S D B te. AL E#E %2 E I L. [Generate CSR]F X v 2N L, CSR DAEREZITVE T,
ATTAFII TR EZSEZIGER - AL TLZE 0,

Usage AUTHENTICATION

Certification Service | FIfIRERIC X W ®x b £ 9,

CAHDEE 1L OZ1 JP-LINK Y £ THE W AbE Z X0,
PAFMREEBRSE : TEST of KLASS3-ROKSNET 2016
AR © Roksnet KLASS3-ROKSNET 2017 CA

CSR Format PEM 443 PEMJERZER L T 7230,
Add key
Key details CSR details
Usage
Usage policy of the certificate: signing messages or AUTHENTICATION -

authenticating Security Server.

Certification Service

Certification Authority (CA) that will issue the certificate. TEST of KLASS3-ROKSNET 2016 v
CSR Format
Format of the certificate signing request according to the CA’s PEM v

requirements.

( cancel ) ( Previous ) m

SN KO CN O 4RI AR R I NE ToC, 8L, [OKIFX v 2T LE 5,

AL SRED CSR 7 7 A VDX Y v o — PRI NESTOT, RUNCRE L TSI W,



39 CSR 7 7 A4 L DAt

FRECER L 284, ZiEHD CSR 7 7 4 vid, UT ofE#RE A — v Icid#ii L OZ1 #:(techoz1@ozl life)
TRERLTLZE W,

A — )RR : Security Server CSR 7 7 4 L D%f (Btt4)

X-Road Instance P HAFEREE D L IIARTEEREL

Member Code PEfEO A v oN—a—F BHTOT)

Member Name AR 2 IIEIEE

Security Server Code : 4{E3 % 1T - 7z Security Server @ Security Server Code
"7 AN

3.8.1 CAEBKLZCSR 7740 (BL4H)
3.82 CAHEK L7 CSR 7 7 4 v GREEH)

3.10 EEFRE D& &%

3.9 12T OZ1 #:~ CSR 7 7 4 W K UXIER D Security Serve Code Z X ffTHW 721, OZ1 #:2> & AGEA M &4
FRFHEZ RE L £ 3,

3101 EXFHAEAZE DA YR —h
[Import cert.] KX v 24T L. OZ1 X ViE%EINEBRRTHEDA vFE— F 2{T->TLEE 0,

v TOKEN:SOFTTOKEN-0 2 Log out

‘ © Addkey (g importcert. w

v AUTH Keys and Certificates & No IssUEs
NAME & 1) ocsp EXPIRES STATUS

Q,  auth_key Genera te CSR

,., Request 01C85CF4128818B89C64C06D8DBE66ADASEAE7SFF Delete CSR

v SIGN Keys and Certificates & No IssUEs
ssssss

Q  sign_key Genera te CSR

& request 67105D704E8E91C2C1E7704215D8D468855377AC Delete CSR

[Browse] R & v & 0 4 v K — + 32 BLHMAAEZERNL, [OKIFX V2T LET,

3.10.2 FALAHAEAZE DA v R — b
[FkkIC [Import Certificate] # 2 v Z#1 F L, OZ1 X ViR% X N ZIRAHIEO 4 v K — P 2{T>TLEE W,
[Browse| & % v X 0 ZREERGFIAE # & IR L. [OK]FR X v % TFL £,

SHEFFHEFIAE IR 4 v K — FEHR O A CTlZ. OCSP Disabled (fE54)) DIRBECE IR I N T T,



SHEFHEFAE D 5 <~ %8R L. [Activate] R X v 2T LT F X0,

SIGN and AUTH Keys @ QA

v TOKEN: SOFTTOKEN-0 2

( @ Addkey )

v AUTH Keys and Certificates

STATUS

v SAVED

STATUS

Log out

(4 mportcert. )

& NOISsUEs

Generate CSR

Register

& NOIssUEs

Generate CSR

Delete CSR

NAME & D ocsP EXPIRES
Q¢ auth_key
M 7EST Of KLASS3-ROKSNET 2016 11 Disabled 2035-08-13
v SIGN Keys and Certificates
NAME & D ocsP EXPIRES
Q  sign_key
& request 67105D704E8E91C2C1E7704215D8D468855377AC
| Activate )

‘f ’ 6 Delete ‘:}

Hash (SHA-1)

Version: 3
Serial: 113997498268965796
Signature Algorithm: SHA256withRSA

Issuer Distinguished Name: CN=TEST of KLASS3-ROKSNET 2016, OU=Sertifitseerimisteenused, O=Roksnet Solutions OU,

C=EE
Not Before: Thu Jan 20 2022 18:28:05 GMT+0900 (BAIE%EHE)
Not After: Mon Aug 13 2035 15:54:08 GMT+0900 (BAIE%EE)

Subject Distinguished Name: CN=Green Bioanalytics, SERIALNUMBER=21110002, OU=Corporate Authentication 1,

O=Green Bioanalytics, L=-, ST=-, C=JP

Public Key Algorithm: RSA

RSA Public Key Modulus:
87:92:e5:2d:6f:17:2¢:77:47:08:25:69:9b:d7:90:2f :¢c2:bf:91:86
f4:43:51:78:21:80:12:88:01:¢9:¢1:73:09:f0:b6:ea:96:T5:09:91
ab:f1:c2:52'42:91:da 6d e4:92:01:08:8f 4b:44:48:26:39:98:65
22°69:9e°27:70 2h 22 bh-al T ea ef d9 e1:36:95:8::97:81:3d

3.10.3 Security Serve O & &%

RREHREHEFE DO L a2 — F 28R L, [Register]| R & v 2N L £ 3



SIGN and AUTH Keys @ A

v TOKEN: SOFTTOKEN-0 2

Logout
© Addkey B import cert.
v AUTH Keys and Certificates @ No IssuEs
NAME & D ocse EXPIRES STATUS
Q,  auth key Generate CSR
& 7EST of KLASS3-ROKSNET 2016 113997498268965796 Disabled 2035-08-13 v SAVED Register
v SIGN Keys and Certificates @ NO IssuEs
NAME D ocse EXPIRES STATUS
Q  sign_key Generate CSR
& request 67105D704E8E91C2C1E7704215D8D468855377AC Delete CSR

Security server ® 70— L [P £ F A KD AN EZRDONTE T DT, bt x 2 ) 74—~
T AAHETHBIP T FL AR (ZFua— L IP 7 FLR) F7213 DNS 4 (63 SCFEUN) # AT LTLE X,
ZASL, [OKIFZ vy 2T LET,

Registration request

Security server DNS name
or IP address

ZZETCOEENTET 3% &, Status 23[registration in progress] & 72 V) ¥ 37,

SIGN and AUTH Keys @ 2

v TOKEN: SOFTTOKEN-0 2 Log out

© Addkey - importcert.

+ AUTH Keys and Certificates

NAME & [}

ocsp EXPIRES STATUS
Q« auth_key Generate CSR
& TE5T of KLASS3-ROKSNET 2016 113997498268965796 2035-08-13 £ REGISTRATION IN PROGRESS
v SIGN Keys and Certificates & NO IsSUES
NAME & D ocsp EXPIRES STATUS
Q  sign_key Generate CSR
- :;2;;72;;75737':?;52%57 206 roksnet-dev:COM:21110002 Good 2035-08-13 @ REGISTERED

OZ1 th~LUT DI # 2 £ L T2 E w0,
- WEFE % 1T o 7z Security Server @ Security Server Code
oAl HEEIAE  (PEM JE30)



OZ1 L COIEEDNTE T 35 &, LUTF D X 9 ic[Registered] iC Status 2HEHT XL E 7,

SIGN and AUTH Keys @
v TOKEN: SOFTTOKEN-0 2 Log out
(@ addkey ) (] importcert. )

v AUTH Keys and Certificates @ NoIssuEs

NAME & D ocsp EXPIRES STATUS

Q,  auth_key Generate CSR
' TE! KLASS3-ROKSNET 201 i 035 1 0 EEEEEEEEEE
SIGN Keys and Certifi (V]
NAME & D ocsp EXPIRES STATUS
Q,  sign_key Generaf te CSR

roksnet-dev:COM:21110002 Good 2035-08-13 & REGISTERED

* % L, 2 EEHUAIC[Registered] & 72 b R \WiIFEIC I OZ1 JP-LINK #HY ~ EE L F & v,

LA EC., Security Server ® 4 ¥ X b =V R OHIHAREIXE T &7 0 £ 3,
7747 PO, T—X2Y—EROEMET ) FT, ke 07 — X EERAREL &Y 5,
SR R BOE ik 7R Eic o [Security Server 1 —H#—H4 A4 F| 227230,

4B

LT oFECHEEADEX 2 ) 743 —h b, OZ1 BHE L ZB0EHAH 0% — v 22 ET L CHEERD .
JP-LINK BN TE TV A »HERT 2 B TEET,

HLETYHY - RIBEEZRZHNE L2V — R TH 5720, EROEK W REIERIhE 2 L
BHHEE LT — 2 TlERL. T—F2HABFICOWTIITPERSEEINIAEEELD Y 3,

4-1. OZ1 ~BuBMERZ Efi L 72\ 5 OEfg & & DT, ROBEMEABEL 2 X v, 7z, #E& S 2 HICHTFNE 7.1C
CGEML 7Y TV RAT LDAT — ZRARERF Lo TW0E Z & ZERL TS,

BRI (FARRREIAFTRED &b 6 20)

« X v N—a—F (Member Code)

« ¥ 7 X7 La—1F (Subsystem Code)

4-2. OZ1 I CGHIETEWZ A Yy N—a— F RIS 7T 2F L a— Ficnf U<, BUEAMERRAY — v 2of A %
RERLET RERTHR.ZOEZHEB LI TOT.XET T DEEEZ T THrLUTOFRIEEFEM L 77X v,

4-3. ¥F 2 VT A —"BA VA=A INTWEY—N—lcu [ L, HhHL FPBRBEI N T =
X U [ryokan_search_for name.xml] 7 7 A L& X7 vua—F L, BHL T &0,
_oxxxx_____ o TWw AN, CHE TEEOEHRE AN ZI WV,

OFHTRET ¢ ETTARBIC Lo TUT oL LR TEIR E &0,

AFEERYL © roksnet-prod

FHFEERSE ¢ roksnet-dev

A vN—a—F_ ¢ ZHHIHVIRONA A v N—a— FEIFEL T Z T 0,



BTV RTLa—F_ ot kFaVTAY - ANTRELLZY T VAT LI FEEEL TS
72 X,

A REEOEM R LR 2 & v, LIKEMZFIH L 2R e DT, 7411
N — FfEMATRETT, (il KFR% © %K% 7% &)
MBUEMERAA Y —C AR KT A — 7 v T =2 K= 9 4 bt E w2 [ThkEEERR 5] oftists
PRkt L, LIKE f]) 2 L 7R 2T W g3,
A% EAE—% - 7—%+% > b - Open Data Osaka
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